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IMSSEA International Maritime Safety Security Environment Academy

Founded in 2008

Agreement between IMO and Italian Government

Seat in Genoa and Arenzano (Italy)

Reconstitution of IMO maritime education and training triad

Short-medium courses ( Marine Accident Investigation- Flag State- ISPS- Port State Control- SAR- SOLAS-
STCW- MARPOL- MLC2006)

Focus on IMO Model Courses on safey, security and environment

On line courses

Focus on Developing Countries
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Maritime cyber risks warnings

“…increasingly launching cyber-attacks on ports’ systems, including vessels, global navigation systems 
disable a vessel, highjack, divert or steal…” 

(Allianz Global Corporate & Specialty SE’s 2015 Safety & Shipping Review) 

“ …A number of organisations, including the European Commission, International Maritime Organization 
(IMO), World Customs Organization (WCO), are strongly focusing on the issues and risks around 
cybersecurity. But until now there has been little focus on cybersecurity across the whole Maritime Supply 
Chain” 

(IPCSA Cybersecurity Workshop, London, July 2015) 

International Maritime Security legislations – IMO (MARPOL, SOLAS, ISPS)- WCO –HoR3878 

EU Cyber Security policies

Standards and Regulations in Maritime & SC Security



Format 2

VEHICLE TRANSPORT PROCESS



MITIGATE Main Objectives

•Provide a dynamic RM methodology (g-MSCRA methodology), targeted to ports’
supply chains in order to asses, forecast and mitigate cyber risks (compliant with
ISO27001, 27005, ISO2800, ISPS).

•Develop a user friendly tool (MITIGATE system) implementing the g-MSCRA
methodology providing collaboration, visualization forecasting, simulation of attacks,
and estimating propagation of vulnerabilities.

•Test the tool using critical port supply chain services (LNG, Vehicle transport,
Container management and Solid bulk) and a plethora of supply chain business
partners.



Advantages compared to the state-of-the-art

Á Risk Assessment

Á Collaborative: use maritime supply chain interdependencies
Á Evidence-driven: integrate official, social media and Big Data sources
Á Realistic: consider attack paths in network
Á Accurate: determine risk levels
Á Anticipatory: forecast likelihood of vulnerabilities
Á Dynamic: continuous update of calculation and sources

Á Risk Mitigation
Á Propose optimal security controls

Á Compliance with international standards
Á ISPS, ISO27001, ISO27005, ISO2800

Á Contribution to policies:
Á MITIGATE aims to help ports and their supply chain business partners to adopt NIS directive, cPPP and

all EU cyber security policies and standards
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